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Plaintext Analytics

Customer @ AcctBalance
) $1000
U $2000
() $500
[0 $60
R $8000
= $700
&8 -$200
Background Approach  ORQ System  Results

filter (Customer # &)

IIIIIIIIIIIIIIIIIIIIIIIIIII')>

Customer AcctBalance
() $1000
E $2000
() $500
= $8000
= $700




Plaintext Analytics
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Oblivious Analytics

Complex oblivious operators must preserve worst-case sizes
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Oblivious Joins with Cartesian Product
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Can we efficiently evaluate complex analytics
without compromising security?

Yes!

We are the first to show multiple joins
with no security compromises

...and run all queries from prior work,
with orders-of-magnitude larger inputs
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What do real-world queries look like?
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What do real-world queries look like?

We collect all 31 queries from related work in MPC analytics

All have output size bound O(n) instead of O(n")!

Why? decomposable
one-to-many many-to-many + aggregation
2
2
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Our Insight

The general problem is impractically difficult
Practical instances are not!

Common query semantics impose an
O(n) bound on the output

Decompose joins into sort + aggregation

E@i{;@ g Applies beyond multiparty computation!
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Secure Multiparty Computation (MPC)
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Outsourced Setting
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Secret Sharing: Computlng Parties
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Secret Shared Tables &
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Improving on Quadratic: Sort & Aggregate

One table must have unique keys

func join (L, R, keys):
T := concat* (L, R)

T.sort (Kkeys)
T.prefix aggregate(...)
return T
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Improving on Quadratic: Sort & Aggregate

One table must have unique keys

func join (L, R, keys):
T := concat* (L, R)
T.sort (Kkeys)

T.prefix aggregate(...)
return T 0(n log n)

O(nlogn)

Extends to inner, outer, anti, and semi joins.
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Example with Our Approach
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Pre-Aggregate
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Pre-Aggregate
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One-to-many join

After Pre-aggregation
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After Pre-aggregation

One-to-many join
Customers
Customer TotalAcctBalance
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Concatenate

func join (L, R, keys):
T := concat* (L, R)
T.sort (keys)

T.prefix aggregate (..)
return T
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Sort

func join (L, R, keys):
T := concat* (L, R)
T.sort (keys)

T.prefix aggregate (..)
return T
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Group Aggregate
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Group Aggregate
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Mark Invalid Rows

func join (L, R, keys):
T := concat* (L, R)

T.sort (keys)

T.prefix aggregate (..)
T.mark 1nvalid()
return T
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Join Output

SELECT

SPECIES, SUM(ACCTBALANCE) / SUM(ORDCOST)
FROM

ORDERS, CUSTOMERS
WHERE

ORDER.CUSTOMER = CUSTOMERS.CUSTOMER
GROUP BY

SPECIES
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Final Aggregation
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Species Customer @ C.Balance TotalCost
SELECT
SPECIES, SUM(ACCTBALANCE) / SUM(ORDCOST) Human % % %
FROM
ORDERS, CUSTOMERS
WHERE Human 2, $10,200 $175
ORDER.CUSTOMER = CUSTOMERS.CUSTOMER
GROUP BY
SPECIES NonHuman 2, 2, 2,
NonHuman 2, $1,860 $38
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Compute Ratio

SELECT

SPECIES, SUM(ACCTBALANCE) / SUM(ORDCOST)
FROM

ORDERS, CUSTOMERS
WHERE

ORDER.CUSTOMER = CUSTOMERS.CUSTOMER
GROUP BY

SPECIES
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Human $10,200 $174 58
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Final Table

SELECT

SPECIES, SUM(ACCTBALANCE) / SUM(ORDCOST)
FROM

ORDERS, CUSTOMERS
WHERE

ORDER.CUSTOMER = CUSTOMERS.CUSTOMER
GROUP BY

SPECIES
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Final Table

Still secret shared! More joins...

a

E

Species Ratio

SELECT
SPECIES, SUM(ACCTBALANCE) / SUM(ORDCOST) Human 58
FROM
ORDERS, CUSTOMERS
WHERE NonHuman 48
ORDER.CUSTOMER = CUSTOMERS.CUSTOMER
GROUP BY
SPECIES
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Final Table

Still secret shared! More joins...

a

E

Species Ratio

SELECT
SPECIES, SUM(ACCTBALANCE) / SUM(ORDCOST) Human 58
FROM
ORDERS, CUSTOMERS
WHERE NonHuman 48
ORDER.CUSTOMER = CUSTOMERS.CUSTOMER
GROUP BY
SPECIES

Oblivious output bound:

| Orders |
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ORQ: an Oblivious Relational Query engine
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ORQ: an Oblivious Relational Query engine

Familiar APIs & Support for multiple
simple orchestration protocols & threat models
{0} —
. Vectorization &
~|E{§}—> Data-parallel runtime || | @ message batching
{0} —
(' ) Custom TCP communicator 14,000 C++ LoC

N—
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ORQ Stack
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ORQ Stack
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ORQ Stack

Oblivious Primitives
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ORQ Stack

Relational Operators
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ORQ Stack

Dataflow Interface
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ORQ Stack

Dataflow Interface

Relational Operators
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APl Example

TPC-H Q13: SQL vs. ORQ Dataflow API

select
c_count, count(x) as custdist
from (
select
C_custkey,
count(o_orderkey)
from
customer left outer join orders on
c_custkey = o_custkey
and o_comment != 0
group by
C_custkey
) as c_orders (c_custkey, c_count)
group by
c_count
order by
custdist desc,
c_count desc;

Background Approach ORQ System Results
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APl Example

TPC-H Q13: SQL vs. ORQ Dataflow API

select
. auto C = db.getCustomersTable();
fromcTcount, count(x) as custdist auto 0 = db.getOrdersTable():
Selegtcustkey 0.filter(0[" [Comment]"] != 0);
fromcount(o_orderkey) auto T = C.left_outer_join(O,
customer left outer join orders on f{EEUStKﬁy]"z’ L 11) .
c_custkey = o_custkey ount=, ount™, count ’
| = IIIIIlI"
group byand 0_comment := T.convert _a2b("Count", “[Count]");
c_custkey N
) as c_orders (c_custkey, c_count) aUtO{E[EOIBi?ﬁ;egatE(
groug Egunt {{"CustDist", "CustDist", count}});
order_by

F.convert _a2b("CustDist", "[CustDist]");

custdist desc, F.sort({"[CustDist]", "I[Count]"}, DESC);

c_count desc;
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Vectorization & Message Batching
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Vectorization & Message Batching
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Vectorization & Message Batching
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Full TPC-H Benchmark under MPC
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Full TPC-H Benchmark under MPC

@ Scale Factor 1 (= 1 GB input)
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Full TPC-H Benchmark under MPC

@ Scale Factor 1 (= 1 GB input)
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Going Even Further?
Scalability of Sorting
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Going Even Further?
Scalability of Sorting

2 hr for 500M rows
Malicious security
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ORQ: Complex Analytics on Private
Data with Strong Security Guarantees

emaill me: elibaum@bu.edu

Paper/Code/Docs

ellbaum.com

icons from flaticon.com

CASPLab

We’re hiring!

Data owners Computing parties Data analysts

Privacy

Runs on untrusted compute with
end-to-end oblivious execution

Expressivity

Efficiently computes all queries from
prior work & TPC-H, with no leakage

Generality

Uses crypto protocols as a blackbox
to meet different security
requirements

Scalability

Evaluates queries with millions of
rows & efficiently uses available
resources
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